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Seguranca Cibernética no Setor Elétrico
Panorama e Sugestoes

Rodrigo Jardim Riella — Pesquisar Sénior
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Lactec
62 anos

unindo o protagonismo das
pessoas e da tecnologia




AREAS DE NEGOCIOS
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+600 colaboradores

05 unidades em Curitiba
01 unidade em Salvador

PESQUISA,

+400 DESENVOLVIMENTO E
INOVACAO

Projetos P&D
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SERVICOS
TECNOLOGICOS E INOVACAO

ENSAIOS
E ANALISES LABORATORIAIS



AREAS DE ATUACAO

bl
]
N
i
=
’j -
i

. . , , Setor Tecnologia da Meio ambiente + Diversos
Infraestrutura Setor Elétrico Setor Hidrico Petrdleo e Gas : 8 o o
Automotivo Informacao outros
Setores
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Incidentes reportados no Brasil

Total de Incidentes Reportados ao CERT.br por Ano

Ano Total

2019 875.327 |
2018 676.514 NN

2017 833.775 |
2016 647.112 [ —

2015 722.205 |

2014 1.047.031 |
2013 352.925
2012 X

2011 399.515 [N
2010 142.844 R

2009 358.343 G
2008 222.528 NN

2007 160.080 NG

2006 197.892 NN

2005 68.000 IR

2004 75.722 IR

2003 54.607 R

2002 25.032 W

2001 12.301 B

2000 5.997 |

1999 3.107 |

o

100k 200k 300k 400k 500k 600k 700k 800k 900k 1M 1.1M

Incidentes



Ataques Cibernéticos a
Infraestruturas Criticas

2013

2014

2014

2014

2015

2016

2017

2020

2020

Nome do Ataque

Represa Bowman Avenue (EUA)

Empresas do setor elétrico (EUA e

Energetic Bear
Europa) 5

EstacOes de petrdleo Operation Petrol

Korea Hydro & Nuclear Power

Empresas do setor elétrico da UcraniaBlack Energy 3

Empresas do setor elétrico da UcraniaBlack Energy 3

Aramco (Petrolifera Saudita)

EDP (Portugal)

Grupo Energisa

e
Fontes: ifri, Symantec, ICS-CER, NERC VY %

Consequéncias

Atacantes tomaram controle da remoto da usina, com poucas

. Reconhecimento Externa
consequéncias
250 empresas nos EUA e Europa ocidental foram infectadas Espionagem Externa
O grupo de hackativistasanonymousanunciou ataques de negacao
de servico (DoS) e roubo de dados a companhiase estacdes de Sabotagem e roubo ANONYMOUS
petroleo.Existe pouca informacao a respeito da extensao e da de dados Y

profundidadedo ataque.

Roubo de projetos e manuais de dois reatores, diagramas dos
circuitos, medidas de exposicao a radiacdaona area e dadosde mais Blackmail Externa
de 10.000 funcionarios.

30 subestacdes desconectadas da rede, 8 provincias sem eletricidade
por varias horas, Mais de 200.000 pessoas afetadas, Infraestrutura

. - - Sabotagem Externa
fisicamente danificada, Subestacdes operadas manualmente por
varias semanas apos o evento
Nova tentativa deataque com o mesmo método do ataque anterior.
o . Sabotagem Externa
Uma subestacao foi desligada por algumas horas.
Sem consequéncias maiores, o atague visava comprometer o sistema
o . L Sabotagem Externa
de supervisao de acidentes de uma refinaria.
Roubo de dadosfinanceiros, de funcionarios e de gestao Roubo de dados Externa

Indisponibilidade de sistemas de suporte a clientes Sabotagem Externa



Os hackers ut ilizaram duas SCADA HIJACKIN
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Sistema Elétrico da

Ucrania - 2015

Spearphish

Os atacantes demostraram grande pericia, pois nao so
ganharam acesso as infraestruturas ligadas na rede
interna, mas também na operacao dos sistemas de
controles de supervisao, além das interfaces homem-
maquina (IHM) e sistemas de call center.

Credencial
Theft

UKRAINE
EVENT
Significant events based on
~ ;. Control e publicy available reporting
30 subestacoes 8 provincias sem Operate

| S— —

desconectadas da eletricidade por varias horas
Rede

Mais de 200.000 Infraestrutura fisicamente
pessoas afetadas danificada

Subestacoes operadas manualmente por varias

Workstation
Remote

sémanas apés o0 evento



Israel: Electricity board crippled by

Ataque a Israel Electric - 2016 | f ety
ansomware cyberattack causing widespread

panic

By Mary-Ann Russon
January 28, 2016 13:42 GMT

il

Yesterday we identified one of the largest cyberattacks
that we have experienced. The virus was already
identified and the right software was already prepared
to neutralize it. We had to paralyze many of the
computers of the Israeli electricity authorities. We are
handling the situation and | hope that soon, this very
serious event will be over... But as of now, computer
systems are still not working as They should,” said
Steinitz, according to the Times of Israel. Israel's Electricity Authority has been hit by a ransomware attack that paralysed some computers
for more than two days, leading to fears that Israel's electrical grid had been hacked and taken

down.
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B On 26 January, Yuval Steinitz, Israel’s minister of infrastructure, energy and water, told attendees to .
the CyberTech 2016 security conference in Tel Aviv that Israel’s electricity authority had been hit by

a severe cyberattack on 25 January.




DESAFIO: Garantia de confiabilidade e

privacidade
em Smart Grids

NETWORK OPERATIONS CENTER

e Dados sensiveis dos

consumidores PUBLIC OR PRIVATE WAN BACKHAUL

e Sistemas criticos
e Equipamentos com baixo poder

de processamento

e Redes de banda estreita

CELLULAR FIBER/ETHERNET

e Operacao em nuvem???

AMI EV CHARGING DISTRIBUTION DIRECT LOAD SCADA DISTRIBUTED OUTDOOR TRAFFIC PARKING
METERING INFRASTRUCTURE AUTOMATION CONTROL GENERATION LIGHTING MANAGEMENT



Israel: Electricity board crippled by

Quem sao os atacantes? | % ALy
ansomware cyberattack causing widespread

panic

By Mary-Ann Russon
January 28, 2016 13:42 GMT

il

Yesterday we identified one of the largest cyberattacks
that we have experienced. The virus was already
identified and the right software was already prepared
to neutralize it. We had to paralyze many of the
computers of the Israeli electricity authorities. We are
handling the situation and | hope that soon, this very
serious event will be over... But as of now, computer
systems are still not working as They should,” said
Steinitz, according to the Times of Israel. Israel's Electricity Authority has been hit by a ransomware attack that paralysed some computers
for more than two days, leading to fears that Israel's electrical grid had been hacked and taken

down.
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B On 26 January, Yuval Steinitz, Israel’s minister of infrastructure, energy and water, told attendees to .
the CyberTech 2016 security conference in Tel Aviv that Israel’s electricity authority had been hit by

a severe cyberattack on 25 January.




Framework CENELEC

Quick Guide for the use of the

Analyze each use case SGIS toolbox
identifying information
Collect and classify use assets, owners and Determine the SGIS Risk Impact Levels
cases by domain and actors (C-I-A) for every information asset
zones , o (Put easy questions to the owner of the
¢ - o process figuring out the worst scenarios)
7 (s | . SEEEaE,
7 S| =) T s
i | N i ea
Business Objectives //’ [ ——— | G g . Identify components supporting
Polll. / Regulat.. Framework fe=ma o= — ; | ﬁ [~ Emanoreganl i ' each information asset and
: Sty % — | T group them determining their
e S - — | gEesran
o e i iy @ e effective likelihood
. - J ! J&
AR ATe s R ol
:‘ ~'-'»°"i\§:\ =
Identify and analize new use cases T . -
Function Layer periodically or when processes suffer P \ - —
, major changes in order to detect new - —
Qutline of Usecase requirements per domain and zone, :;_:_J N

updating security level criteria and the
minimum set of security controls.

Interoperability (The effective likelihood for
Layers every information asset will be
Determine the SGIS Security the highest value obtained after
Level for every information evaluate threats for groups of
Communication Layer -\ asset after executing the three components supporting that
¢ Select the appropriate correspondig Inherent risk information asset)
standards to protect every analysis (C-I-A) .. ... xawooo
information asset depending e
on it security level and taking

‘ br in account the 4 quadrants g
s - g ]
Generation \ Establish the minimum set of ] Sonms | E :
Transmission security controls list that has to : :
Distribution Process be deployed according to every . :
security level, domain and zone |/ P— 1

Customer
Premises

(Crossing the highest RIL and the highest
effective likelihood obtained during the

evaluation of all the components included
in his map of dependencies)

CEN-CENELEC-ETSI Smart Grid Coordination Group Smart Grid Information Security - 2012



Framework NIST

NIST Technical Note 2051 - Cybersecurity Framework Smart Grid - 2019

Function Category
 Focos em seguranca, confiabilidade do sistema ) Fncion | kg Category

de energia, resiliéncia e Modernizacao da rede | DAV | AssetManagement |
| st | susinessenvionment |
de suporte (dentify

| DRA |
* Divisao em funcdes e categorias de acao
~ :
 Detalhamento de acao em cada categoria
Protect
| PRMA | Maintenance |

| PRPT |

e Atribuicao de times responsaveis em todos os -
PRPT

dominios.

PR
. o ~ etect | DECM
* Vis3o global dos niveis de a¢do para cada B

¢ b e

g — s RSRP

ungao, categoria € sub categoria .
Respond .

RS AN
RS i
RS.IM

R

RC.RP Recovery Planning
Recover
RC.CO




Tecnologia, pessoas,

processos e ambiente

Previsao
ldentificacao
Protecao
Deteccao

Resposta
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DISPONIBILIDADE

. Anti-virus, Firewalls, AntiSpam,

Filtros de Conteudo

. Deteccao e controle de

Vulnerabilidades

Managed Security Services

. Ambientes de monitoramento

continuo

Sandbox

. Treinamento intensivo para

equipes de Tl e TO

. Treinamento regular para toda a

empresa (phishing prevention)



Consideracgoes finais

Regulacao atualizada e direcionadora —
Alternativas 3 e 4 da nota técnica 20/2021 Aneel.
Consideracoes quanto aos custos de implantacao
em todos os dominios propostos pela ONS.
Levantamento do grau de maturidade

e roadmap para adequacao da infraestrutura e
preparacao dos times.

Plano para abrangéncia do legado.

Protecao ativa (MSS) — Times internos ou
externos?




zLactec

Rodrigo Jardim Riella

Pesquisador Lactec
riella@lactec.org.br

www.lactec.org.br

'i m Siga-nos em nossas redes sociais




